SDFI®-TeleMedicine

Secure Digital Forensic Imaging - Secure Beyond Reasonable Doubt®

White Paper on SDFI®-TeleMedicine Advanced Security

% % * TECHNICAL REQUIREMENTS” are on PAGE 3. * * *
Introduction

The electronic world is perhaps the greatest enabler any generation has ever seen. Innovations such
as cell phones, satellites, e-mail, VoIP like Skype and digital cameras have made us more efficient
and given us unprecedented access to information. With the broad and open use of these digital
technologies come issues of security and trust. Threats of image and document manipulation,
eavesdropping and data theft have prevented many organizations from fully embracing the benefits
of the electronic world. SDFI-TeleMedicine brings the trust and security of the physical world into
the electronic world, so much so that SDFI-TeleMedicine is considered to be, “Secure Beyond
Reasonable Doubt®!”

Origins... A Brief History of SDFI-TeleMedicine

The desire to create a solution that could meet the specific needs of a Sexual Assault Forensic
Nurse Examiner or SAFE began early in 2001. Extensive time was spent at SART centers in an
effort to see and understand the requirements of the entire “Sexual Assault Response Team”. A
business workflow “blueprint” was created during that time allowing for a clear understanding of
both the actual internal workflow process and the overall business needs. An original copy of the
results of each sexual assault exam is passed on to other agencies that thrive outside the examiner’s
internal business model. Furthermore, there are multiple external agencies that are required to
handle digital evidence, each with different roles and responsibilities.

To complicate the matter of security, any solution that might be offered would have to survive a
Kelly-Frye hearing, The Daubert Test of Reliability, be 100% HIPAA compliant, meet and/or
exceed state and federal security standards, be non-proprietary and be designed to move huge
amounts of digital data, up to 2GB or more, across existing Internet lines, securely, in a very simple
and easy way.

After an extensive amount of time, money, effort along with years of research SDFI-TeleMedicine
was conceived and designed to serve the clinical, medical and legal communities.

SDFI-TeleMedicine is being used at multiple medical locations throughout the United States and is
used and supported by hundreds of Police Departments and District Attorneys offices.
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Many Applications Are Enabled By SDFI-TeleMedicine

SDFI-TeleMedicine, being non-proprietary, lends itself to a multitude of industries and agencies
including Clinical/Medical, Coroners & Medical Examiners, Law Enforcement, Fire Investigation,
Wound Care, Risk Management, Archaeology, SANE, SART and SAFE programs around the
nation and around the world. This list is a small sampling of the areas that may eventually take
advantage of this secure and advanced photo documentation technology.

The SART Business Workflow Process

SDFI-TeleMedicine technologies were designed to support and enhance existing business workflow
procedures and processes, not challenge them. Forensic Nurse Examiners work in a unique
environment given the subject matter and the nature of the job. FNE’s must deal with living
victims of sexual assault, rape and domestic violence. FNE’s may also be required to examine
alleged suspects.

Unlike a murder crime scene that can be held for forensic photographers, FNE’s must take legal
court ready digital pictures of living individuals. Evidence collection includes pictures of body
cavities including oral and genital pictures. In some cases survivors have been violently sexually
assaulted and violently beaten. This means that FNE’s have a limited amount of time to collect and
capture evidence that resides in and on the victim and/or on their clothes. The sensitive nature of
these close-up pictures demand the highest level of security, beyond what is typically expected
within the medical and forensic communities.

The digital evidence, specifically these kinds of graphic digital pictures, are moved from the
camera’s memory card and put into a secured computer within minutes of the examination. With
SDFI-TeleMedicine, even the pictures on the camera’s memory card are secure from manipulation.

The digital evidence files must be uniquely identified and then filed away until called upon by any
one of many law enforcement agencies or district attorneys around the nation. If required, digital
collected evidence can be sent to law enforcement within minutes after the exam 1s completed.

Now, with SDFI®-TeleMedicine a FNE is able send an almost unlimited amount of digital evidence
to the police detective and/or to the prosecutor securely, instantly and directly via the Internet.

For detailed information about how this is done, please review the section in this white paper titled
“The SDFI-TeleMedicine Workflow Process” and “The Five Compounded Levels of Security”.
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The Components of SDFI-TeleMedicine PAGE 3

SDFI-TeleMedicine is a well documented and proven compilation of unique technologies designed
to ensure a streamlined business workflow. SDFI-TeleMedicine is designed to support existing
workflow practices and technologies. The main components are described below in the order that
they are used in. This is a HIPAA compliant secure workflow process. (Customers always supply
their own computer, fast internet and a T.V or HDMI compliant screen.)

X

X

X

Our Hi-Resolution Digital Camera(s) Capable Of Capturing RAW Files.
Our AES Encryption Software Delivering Both AES 128-bit and 256-bit Encryption.
Our Non-Destructive Image Management Software.

Full Local Administrator Access to the Computer Being Used.

One Fully Unrestricted and Unused USB 2.0 port.

Internet Access to ALL of: http://www.SDFI.com for system updates and information.

Internet Access to ALL of: https://private.filesanywhere.com/SDFI for File Portal access.

Internet Access to ALL of: https://www?2.gotomeeting.com for tech support.

A Windows XP/Vista Computer, Less Than Two Years Old, With 500GB of Unused Storage
Space. (Space on a secuneetwork is preferred.JRequired - Not Supplied)

A Fast, High Speed Connection to the Internet. (Required - Not Supplied)

A 19” or 21”7 CRT Television with a RCA Type Composite Video Input. (Optional — Not
Supplied) e

~

LOOK FOR A YELLOW FEMALE CONNECTOR!

* * RECOMMEND * * A TV monitor that accepts a HDMI connection in place of CRT.
SDFI Camera HDMI Cable HDMI TV-Monitor

sesinieng
- Bl

L HOMI
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The “SDFI-TeleMedicine” Workflow Process

A high capacity 4GB or higher storage memory card is used to initially store the digital pictures.
Memory cards are used as a temporary method of transferring pictures from the camera into a
computer. We supply the card reader. (Memory cards are continually erased, formatted and reused
every day. They can be wiped to D.O.D. standards with SDFI-TeleMedicine security software if
required.)

Digital pictures are captured by high resolution cameras that are pre-configured to capture in RAW
format.

The RAW files are transferred from the camera to a Windows XP/2000/Vista computer via a
memory card and a memory card reader that we supply.

The RAW files are uniquely renamed while still on the memory card and then moved into a secure
encrypted computer hard drive and backed-up to either a protected external drive or the network.

Upon demand, a copy of the patient folder is separately encrypted to AES-128 within the already
encrypted AES-256-bit computer environment and uploaded through a RC4-128 SSL onto a
protected Internet server. A notification “e-mail hyperlink” is sent forth to the detective and/or the
prosecutor from the protected server. NOTE: The Forensic Nurse Examiner collects an e-mail
address by contacting a recipient directly by phone and asking for it.

The “SDFI-TeleMedicine Secure File” can now be downloaded onto a Windows computer by the
recipient, but not opened by the recipient without a long passphrase. The unique passphrase must
be communicated by telephone to the recipient before access to the SDFI-TeleMedicine Secure File
is granted. This simple process makes SDFI-TeleMedicine exceptionally secure beyond any
reasonable doubt.

After the unique passphrase is entered into the SDFI-TeleMedicine file, a copy of the patient folder
is exported into a standard “yellow computer folder” on the recipient’s computer, usually on the
desktop. (The unprotected pictures can also be stored elsewhere.) The recipient can then view the
pictures. Both a RAW and a JPG of each picture are sent to the recipient. The RAW file is used as
proof that the image is valid, the JPEG is for examination and presentation. The recipient cannot
change the RAW files. RAW files are proprietary to the camera and the camera company. They
cannot be changed. (See the explanation later in this document).
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The Five Compounded Levels of “SDFI®” Security

SDFI-TeleMedicine security is compounded fivefold making SDFI-TeleMedicine “Secure Beyond
Reasonable Doubt™®. It is unlikely and unreasonable that the digital picture evidence handled by
SDFI could ever be tampered with. The defined process and the intricate level of advanced
encryption and encoding prevent tampering at many levels. (A number of additional security
measures are not listed for security reasons.)

The first element of security is defined by a specific storyboard of pictures. A picture is
taken from the wide angle, allowing the subject matter to “fill the screen”. That picture is
supported by a number of closer views/magnifications; each captured approximately 50%
closer than the last picture taken. (Please refer to the SDFI Digital Protocol).

The second element of security is in the camera. The camera captures RAW files. RAW
files are “camera model specific” to the digital camera’s photo sensor and are specifically
encoded making changes realistically impossible.

The third element of security is high level data encryption on the computer. AES 256-bit
encryption is utilized to ensure the digital evidence is protected from access, examination and
alteration. At this point in the SDFI process, SDFI-TeleMedicine digital evidence is secured
to “BEYOND” U.S. Government Federal Standards.

The fourth element of security addresses the physical safekeeping of the digital pictures. A
copy of the digital evidence is stored on a high-capacity, high speed external hard drive or on
a corporate network. (The pictures are independently secured and cannot be viewed by L.T.
personal).

The fifth element of security is a double layer of encryption that is used when sending data
over the Internet. Both RC4 128-bit SSL and AES-128 bit encryption is used independently
to ensure that even an internet service provider cannot access or examine the evidence.

The remaining pages of this document break down and explain each of the five elemental
security protocols including some of the additional security protocols that are in place.
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The Five Compounded Levels of “SDFI” Security

The First Elementof Security

1. The first element of security is defined by a specific storyboard of pictures. The first picture
is taken from a wide angle, allowing the subject matter to “fill the screen”. That picture is
supported by a number of closer views or magnifications each captured approximately 50%
closer than the last. (Please refer to the SDFI® Digital Protocol).

The value of a digital storyboard serves two critical purposes: One, the storyboard tells a
story when presented in court. Two, the storyboard ensures that the pictures are of what the
record(s) say they are. In the example below, you can see identifiable human landmarks and
the injury in every picture. Each picture is simply taken at a closer view than the last.

1. 2. |

| | e
LLIZLICIERL |II|:'_J.|.u||.|.|.|.'I|

A Good Example of a _
Forensic Storyboard. | 5
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The First Elementof Security,c ont i nuedé

SDFI-TeleMedicine is also designed to serve as a presentation tool. Storyboard pictures can
be presented in real time with active tools such as the loupe shown below. The presenter can
move the mouse that moves the loupe showing the picture in true “one to one” or at 100%.
(One image pixel to one screen pixel)!

“SDFI” contains many features that produce “non-destructive” views of storyboard pictures.
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The Second Element of Security

3. The second element of security is in the digital camera. The camera is set to capture RAW
files. RAW files are camera model specific to the digital camera’s photo sensor.

The RAW data is encoded to the camera’s sensor. The development of such technology is
kept as a corporate secret. RAW file data is based on a secretly held library of values and
variables only known to the manufacture of the digital camera. Simple tests conducted by the
camera manufacture or HASH tests can determine if the file was ever tampered with.

Just trying to manipulate one single RAW file would take considerable time, money, effort
and planning. If you compound the time, money and effort for each of the storyboard pictures
taken during the exam, each at different views, the realistic potential for image tampering is
extremely low.
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The Third Element of Security

4. The third element of security is data encryption on the computer. AES-256 bit encryption is

utilized to ensure that the digital evidence is protected from access and examination.

All relevant picture data is stored on a computer hard drive inside an AES 256-bit encrypted

virtual disk file. (Virtual disks can be SMB to 1TB or larger and can be stored on a network).

Access to the virtual disk is only possible through the use of a long passphrase. Passphrases
can be as long as 255 characters. Any one of the passphrase characters can be upper case,

lower case, blank spaces or any special character shown on a keyboard.

There are exactly:

110,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,0

00,000,000,000,000 encryption key combinations of an AES-256 bit passphrase making this
level of encryption acceptable for federal government use. SDFI-TeleMedicine can be used

to protect “TOP SECRET” information.

Please see http://csrc.nist.gov/CryptoToolkit/aes/aesfact.html for more information about the

Advanced Encryption Standard, (AES).
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The Faurth Element of Security

5. The fourth element of security addresses the physical safekeeping of the digital evidence. A
back-up copy of the digital evidence is stored on a hi-capacity external hard drive that is
connected to the computer or on a corporate network. This keeps the forensic data separate
from harm such a computer crash, viruses and theft. All data remains encrypted to AES 256-
bit standards regardless of where it is stored and used.

An Example of an External Hard Drive.
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The Hfth Element of Secury

6. The fifth element of security is a combination of two layers of separate encryption algorithms
that are used when transferring forensic data via the Internet. Both AES-128 bit encryption
and RC4 128-bit SSL encryption is used to ensure that even internet service providers cannot

access or examine the digital evidence.

Upon request, the FNE accesses the AES 256-bit external encrypted disk containing the
forensic evidence. The specific patient folder is selected and independently encrypted with
AES-128 bit encryption. A totally separate and independent AES passphrase is used, made

up on the spot, for each SDFI-TeleMedicine patient file. (There are 3.4 x 10°® possible AES
128-bit key combinations).

This totally independent self decrypting SDFI-TeleMedicine Secure File prevents anyone
from knowing about, viewing or tampering with the encrypted forensic data inside. Not even
your own L.T. personnel or your Internet Service Providers could know what is contained
inside the SDFI-TeleMedicine Secure File. (This level of AES encryption alone is sufficient

to protect classified information up to the ASECRETO level).

The first encryption algorithm protects the data inside the SDFI-TeleMedicine file. A second
completely separate RC4 128-bit SSL encryption algorithm is activated when a user accesses
the “SDFI” File Transfer Portal. RC4 is a symmetric key stream cipher, developed by RSA
Data Security Inc. It is widely available and used by such organizations as the Bank of

America and Microsoft Corporation to protect financial transmissions.
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Additional Elements of Security

Additional security measures are in place for users of the on-line SDFI File transfer portal.

Presented below is a sample of the “Global User Security Policy” for the SDFI file transfer
portal. For obvious security reasons, the exact configuration is not shown here and is
randomly adjusted. (Actual values are NOT shown for security reasons).

Global User Security Policy

Username Rules
Minimum Length: Increase the number of digits for security

Require NMurmbers: ex: "usernarmel23"

Password Rules

Minirmurm Length: El Increase the number of digits for security

Require Numbers: ex: "pass123word"

Cannot Start or End with Mumbers: Prevents "passwordl", "password2", eic.

Expire After: |365 Days {0 means the password never expires)
Cannot Be Reused Until After Changes (0 means no password history rule)

Enable Workgroup List

==l Sl e D f?:tr Mo | % | Makes All Site Users Visible to Bach Other
Mote: Security Policy changes take effect at the
time of the next password change or user login.
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Additional Elements ofSecurity,continuece

The FNE or sender of the SDFI-TeleMedicine file is in control of the “SDFI” File Portal at
all times.

Below you can see that the “SDFI” link is sent by regular e-mail and that it can be set to
expire after a defined amount of time. A limit on the number of downloads can also be set,

allowing for extended control of the already double encrypted and camera encoded evidence
files.

iz FeShare
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WHARIDA e Jackie 35707468 sda ave 72 7 MEL 3302006 431 47 B -
———
-
Media: Usa thie option when sharing images, photos; video, or music, Provides fumbnalk, slideshow and more,
[Clshare as MediaFolder [Thumbnzl Vies)
Expires: Expire the FileShare Hnk after: A8 hoes ¥
Limit downlaading of sach item to:] 1 « |timeis) per recipient
Totsl Lek Downoads Alowed Par Déy! 1000
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 Record All Shared File Downloads bn the Activity Log
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All SDFI-TeleMedicine files are permanently removed from the file portal 15 days after they
are uploaded. A one day, 24 hour, disaster recovery plan is in place at the data center.

Beyond the 16 mark, that SDFI-TeleMedicine Secure File is off the File Portal.
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Document Summary
SDFI-TeleMedicine is proud to state that SDFI is “Secure Beyond Reasonable Doubt®”.

Our simplified methodology combined with the five major compounded elements of
advanced security supported by additional security measures, each wrapped around a defined
business model ensures that SDFI-TeleMedicine digital forensic pictures are kept safe and
secure.

Please send any questions directly to:

SDFI-TeleMedicine — Head Office
ATTN: Technical Support

1601 N Gower St., STE 206

Los Angeles, CA

90028-7598

E-Mail: Support@SDFI.com
Phone:  310-492-7372
Web Page: www.SDFIL.com
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